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General Ideas.
Short Description 

Global Login System provides transparency of accessing of multi-host based forums.
Email invitations provide 1) invitations of new user to trust-forum 2) accessing of not-registered users to forums by email received key. Right system allows invite users to forum and to deny forum for users. User folders allow user to create his own representation of forums he can access.
General Site Structural Description

List of pages (with structural blocks, including on page)

1. Main
a. Main page will consist of  Header with user name and main menu on all over the pages
b. Main menu consist of points: Forums, Bookmarks, Contact list, Configuration, Logout
c. The page consists of 2 parts, left and right. Contents of this parts depend on selected menu item.
2. Forums
a. Left block contains user’s folders info

i. MainBox

ii. User Folders

iii. Public Forums

iv. Link to Bookmarks page with next structure:
1. Left block contains user folders (2.a.i, 2.a.ii, 2.a.iii, 2.a.iv, 2.a.v)
2. Right block contains “list of remote public forums” – bookmarks to all known servers of trust-forum network. Each of these bookmarks leads to remote host which will display the list of its public and semipublic forums
v. Link to create new forum.

b. Right block contains 

i. Buttons for create subfolder, delete current folder, rename current folder, move current folder to another super-folder.

ii. List of forums of selected folder (with checkboxes).

iii. Links to (un)subscribe to forum, link to move selected forums to another folder (by checkboxes).

3. Bookmarks

a. Left block contains list of user bookmarks form to add bookmark or go to bookmark or add &go bookmark.

b. List of current remote sessions (with “close” button to every item).
4. Contact list

a. Left block contains 2.a

b. Right block contains 

i. Table of contact list with invited pseudos (name, host, comment, email, my comment) and emails (email, my comment).

ii. Link to invitation tree (If you are admin, you can to see all whole chains of invitations, who invited whom with associated problems, if you are not admin you can see only invited by you chains), link to “register new user” (registration saves invitation relations and adds both sides to their contact list), if admin – link to problem list (list of problems associated with pseudos:users, important for spammers tracking).

iii. Link to “add pseudo to contact list”, link to “add email to contact list”.

5. Configuration

a. Left block contains 2.a, right block contains:

b. Common settings.

i. Default menu option (forums or contact list etc).

ii. Change password.

c. Pseudos settings.

i. Edit current pseudo (name, comment), link to remove pseudos (except main pseudo)

ii. Link to add new pseudo.

d. Translations.

i. List of translations with 2 switches. Next actions:

1. add new translation based on existing translation

2. edit own translation

3. use selected translation

4. compare 2 translations

e. Statistics. Total number of users, total number of pseudos, total disk space used.

f. Help. Textblock.

6. Logout. Logout from user’s account.

7. Log in

a. Authorization form with input fields: Name, password.
b. Links to “forgot password” (answer the question, created during registration), main page, help page

c. List of public forums and semipublic forums.

8. Create forum.

a. Forum creation form (name of forum, folder (one of user folders), pseudo (one of user pseudos), forum type (private ((semi)public, guest rights, comment)
9. Threads

a. Left block contains 2.a

b. Rights block contains list of threads (if exist)
10. Forum

a. Left block contains 2.a

b. Right block contains:

i. Forum custom name (editable), thread custom name, user’s rights

ii. list of messages of current thread (title, author (pseudo:host), body, link to “user info”)

11. User info

a. This page represents info about chosen pseudo in the table with next rows:
i. Name

ii. Comment

iii. Comment2 (longer)

iv. Creation date (date of registration of pseudo)

v. List of private forums, where (this pseudo wrote messages) and (current user have read or more right)

vi. List of private forums, where (this pseudo have writing right or more) and (current user have read or more right)

12. Forum info.

a. Forum name

b. Custom forum name (editable)

c. Comment (one long, another short)
d. Subscribed (Y/N, editable)

e. “go to forum” link

f. “Resign my invitation” button

g. Pseudos, who have posted messages to forum

h. List of invitations (pseudos, emails) with next fields: name, permission, invited by, date

i. List of denies (pseudos, emails) with next fields: name, permission, denied by, date

j. Invitatation form (choose pseudo/email from contact list or choose yourself)

13. rights editor

a. left block contains 2.a

b. rights block contains list of invited pseudos/emails with next fields:

i. name

ii. invitation level (read, write, admin)

iii. invited by

iv. deny level (admin, write, read)

v. deny by

vi. date (of invitation)
vii. admin links to change deny level

viii. invitation viewing access (yes/no)

c. invitation form of pseudo/email to forum

14. add new translation/edit translation

a. left block contains 2.a

b. right block contains form of edit translation with next fields:
i. version

ii. description

iii. language (select box)

iv. pseudo

v. huge list of translations for all over the text strings in trust-forum.

General Site Functional Description

List of users types

1. Guest
2. Email invited user

3. User
4. Remote user
5. Administrator
Permissions

1. Guest
a. accessing for public / semipublic forums, depending on forums rights

2. Email invited to forum user

a. accessing for public/semipublic/private forums by email received key

3. Email invited to trust-forum user

a. accessing for public / semipublic forums, depending on forums rights

b. registration to trust-forum, using key received from trust-forum user

4. User
a. surf along site
b. create multiple pseudos (pseudo – one of user names, which he can sign messages, invite others to forums)

c. create forums
d. invite others to forums

e. invite others to trust-forum
5. Remote user

a. The same as pt 4., but:
b. Main menu consists of : 1."forums", 2."contact list", 3."exit"
i. In forums, only (semi)public forums are visible.
ii. Contact list is a link to user’s home contact list.
iii. Closes remote session.
c. Not to create forums
d. Not to make invitations to trust-forum
e. When user visits remote forum and clicks  “info page” of author of the message, it moves him to this user’s home user info page. F.e., if user1@host1 sees in a forum at host2 a message from user3@host3, and clicks for info page, it brings him to the info page at host3.

6. Administrator 

a. full access to site

b. full access to invitations list of trust-forum
c. add / change / remove problems list
General Modular Description

List of modules

1. Forums
2. User folders

3. GLS

4. Email invitation to Trust-forum
5. Invitation to forum
6. User’s registration

7. User’s authorization

Modules description

1. Forums.
a.  There are 5 access levels to forum (in order of power):
i. None (forum is invisible for user) ;
ii. Read (read messages) ;
iii. Write (write new messages, create threads) ;
iv. Admin (edit and delete messages, deny non-admins to forum) ;
v. Owner (deny admins) ;

b. There are 2 types of rights to forum: invitations and deniances. Invitation with some access level means invitation with all levels not more than ones. Deniance with some access level means deniance of all levels not less than ones.

c. There are 3 types of forums

i. Public forums. Default guest access – write.

ii. Semipublic forums. Default guest access – read.

iii. Private forums. Default guest access – none.

d. Result forum rights are calculated with the next algorithm:

i. Add invitation to user right

ii. If deny is lower than invitation, it limits invitation.
iii. Example. Invitation=’IV (admin)’, deny=’II (read)’. Result right = ‘II (read)’.

2. User folders.

a. There are next folders, where user is able to place forums:

i. MainBox

ii. User Folders

iii. Public Forums

In MainBox user can see forums that are (not referred to other folders) or (user is subscribed to it) and (there is new message in forum). User Folders are created by user (using “create folder” link). It is possible to create subfolders inside user folders with unlimited depth. Public forums contain all of public forums at this host and all of semipublic forums on this host, divided by any kind of separator (horizontal line). (Semi)public forums are always shown in “public forums” folder, even they are placed in another folder.
b. Every user is able to create his own tree of folders.
c. User is able to move forums what he can access in any folder.
d. User bookmarks to remote hosts are also shown in folders list.

3. GLS.

a. Every server has its public and private keys. This keys are required for security reasons, because all of the data transmits through the open network. These keys can be regenerated any moment (if keys were stolen f.e.). I mean manual generate() function launching.
b. If server wants to call remote function, it follows next steps:

i. Encode function name and arguments to function in XML;

ii. Encrypt this data with public key;

iii. Sign encrypted data with private key;

c. Servers transmit xml-formatted and encrypted data. For example: when the server receives request to access any resource through bookmark and session is not set, the server sends request to remote server to check user. This request contatins next information: a) function name (“CheckUser ($pseudo, $keystr)”), b) parameters to function (user pseudo, randomly generated string added to bookmark). A and B points are format to XML, encrypt using private key and send to remote host. If this request returns “true”, session is created for this user.

d. There is “list of remote public forums” on every server; this list contains links to all known servers of trust-forum network. When user is browsing remote server, he see “add bookmark” link. Clicking this link creates a new bookmark in the user’s bookmark list. For example, it can be used to bookmark remote threads with interesting topic. Or datings, or something else in the future.
e.  Clicking bookmark opens session on remote host.  When you're accessing remote host by a bookmark for a first time:
Link looks like www.hostX.com/index.php?key=xxxxxxxxxxxxx, where xxxxxxx is randomly generated key.

After receiving this link, server checks user, receives his parameters (language, pseudo, accesses) directly through SSL, opens session with pseudoid, hostid, languageid. 

If session is open, request contains only url to remote host, no key verification required.
f. remote forums can be accessed using GLS. User is able to move remote forums to any of his folders. There are 2 possibilities to move remote forum to user’s folders structure:
i. while browsing remote host, click “add to my folder” button. After it user can visit this remote forum as like as one of local forums.

ii. After somebody invites this user to remote forum. After it user can visit this remote forum as like as one of local forums.

g. Logout of user closes all over the local and remote sessions.
4. Email invitation to trust-forum.

a. Registered user is able to send email invitation to trust-forum. It can be done in 2 steps: a) add email to user’s contact list; b) send message to this email by clicking email in the contact list, which generates composer page. There user can to send message with secret key, using this key recipient can to register to trust-forum. Invitation tree of who invited whom is stored in the database.

5. Invitation to forum.

a. User with access to trust-forum is able to invite somebody to this forum with access level not more than his own.

b. Invitation to forum can be send by email. The message with secret key sends to email user. From some table, the key gives forumid (= which forum), and email address or invitation id (=which line in the forum invitations table is his). Then, like for any user the right to the forum is calculated by the function to calculate right from the data in forum invitations table.

6. User’s registration.

a. At this time, any user can to register to trust-forum free – by clicking “registration” link on the index page. This is possible till trust-forum is not as popular as we like. In the future registration is possible only in two ways:

i. Using secret key received by email.

ii. Register from user’s account.

b. There are next requirements for registration:

i. There are fields, that can be filled by user during registration:

1. login

2. password

3. email

4. question

5. answer

ii. Login and password fields are required, other fields are optional.

iii. Password length should be not less than 3 symbols.

iv. If “question” field is set – “answer” field should be set to.
7. User’s authorization.

a. Every user identifies by login and password pair. Login has to be unique.
Development Process
Technologies, Software, and Expenses.

1. PHP as a scripting language

2. MySQL (database Engine)
3. Smarty (templates engine)

4. Apache as a web-server

5. Testing Server (Linux-hosting)

Compatibility.

1. Project should be compatible with all main browsers (IE, Mozilla, FireFox, Opera)
Timeframe issues

6-8 weeks after start of programming.
Thank you for your time.
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