Hello.
I’ve figured out some information about security.

We have two choices: to use symmetric or asymmetric keys for secure connections. Asymmetric encrypting means that each server has its own public and private keys. The first choice is more suitable as it is generally as hack-proof as the second, but it takes much less time for computations than the second does.
I find pretty suitable to use SSL connections between servers, because:

1) There already are libraries which perform SSL encrypting/decrypting, so we don’t need to write them ourselves and thus avoid possibility to have bugs (this is very important part and it’s rather difficult to check the algorithms),

2) SSL uses symmetric keys,

3) SSL solutes a very important problem: the problem of changing symmetric keys from time to time. It actually generates a unique key for every session and thus decreases chances to decode the transmitted data. Moreover, knowing the session key (imagine the hacker succeeded to find it out) doesn’t let him figure out the servers’ private keys as these values are almost independent. 

Thus we need every server to have a pair of private and public keys. It seems to be too complex but even if we avoid using SSL, we’ll need to change symmetric keys between the servers from time to time (there are reasons!). Imagine how these keys will be periodically passed on among several (tens or hundreds of) servers: we’ll anyway need some secure channel based on some independent keys. It would be a very complex additional task. And according to the offered scheme, adding a new server to the network requires just sending its public key to all others insecurely. Let’s notice that private (and public) keys needn’t be changed at all.
Having established the SSL connection, a pair of servers can transmit information without any other encryption as SSL is already secure enough. Therefore, I started to think about our bookmarks links: why do we need any redirections at all? Let’s take a look at the following scheme:
The link leads directly to the foreign server and has some unique id attached. This id contains something like:

· the server’s global id in the system,

· id of user’s pseudo which is used,

· some random sequence (well… it looks to be unnecessary).
We can maybe pass the random sequence… it depends on the details implementation. I’m not sure but let it be for now.
When the foreign server gets the user’s request, it first checks if the user already has an opened session. If he doesn’t, it:
· connects to the user’s home host using the SSL connection,

· asks whether the user with such pseudo is really logged in into the system,
· asks the user’s preferred language and possibly other information,

· if previous steps succeeded, then it finally opens a session for the user and notifies the user’s home host about it.

 Correct me if I’m not right but I see no reasons why this is worse than redirecting. It’s faster and it helps us avoid one important thing: the user doesn’t access anything that depends on (computed on the base of) the server’s private (and public) keys, so all the encryption stays inside the system making tracing the servers’ protocol an only (hardly real) opportunity to get the servers’ private keys.
There is one more topic to think about: we actually have two insecure places:

1) Transmitting data between servers,

2) Servers by their own.

What concerns the second point: our system cannot be protected from hacking of some server of the network anyhow. If someone accesses one server, he unavoidably accesses all the data (forums, forum rights, dating accounts, web mail accounts, general info about the users and their pseudos) stored on it. He also accesses the hacked server’s private key. What we should think about is how to protect other servers from being remotely accessed by hacker. I’ll think about this topic and try to find some solutions. 

Yet I’m not sure whether the hacker, knowing the server’s private key, will be able to trace all the SSL sessions between this server and others, but it anyway won’t give him many privileges unless he will get to know other servers’ private keys which is theoretically impossible (this impossibility is provided by SSL) (he needn’t trace anything as the encrypted information runs through the hacked server). What he can do is send requests to other servers pretending the hacked server (knowing it’s private key / certificate), this is what we should avoid. The possible solution would be to set a simple counter on connections (request). Let me give a more detailed description:
· Every server has the table where it stores TIMES (and dates) of last ten connections to each of other servers. Every time he connects to some server, he adds information about this connection (it becomes the first in the table) and deletes the eleventh, leaving only ten records every time. Thus, we get a queue.

· Each time the server connects to some other one, it attaches to the request the time of the last (tenth) connection:

· Gets the next element from the queue (from the end of queue)

· Attaches it to the message

· Adds current time to the queue (to the beginning of queue).

As a result, we get many independent queues, each attached to each remote host.

· Every server has also symmetric tables of incoming requests and 
· Receiving a new request, checks time (to be nearly equal).

There we consider that hacker isn’t quick enough to modify appropriate table of queues at the hacked server.
This scheme ensures us that every incoming connection comes exactly from where we think it comes.

All we need is to check difference between the time (GMT) attached to the message and the time (GMT) at the end of the corresponding queue. We don’t care about little differences between system times on servers: let’s accept any difference less then 5 or 10 seconds. If we have rather great influence, we can increment the lengths of queues to, for example, 100.
We can also attach sending (and check receiving) time passed from the tenth-previous connection instead of actual values. I mean, it’s better to check differences in times except for actual times – it’ll make mush less deviation connected with differences of servers’ system times.

